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Chapter 1
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sist of the direct loss of physical and human capital as a result of the
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mates, insured losses from the attacks—which provide a proxy for the
direct loss of physical and human capital—may amount to between $36
billion and $54 billion. Moreover, if half the difference between actual
GDP growth after September 11 and previously projected growth is
attributed to the attacks, losses from reduced economic activity
amounted to about $50 billion, making for a total loss of about $100
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2. For a related taxonomy, see Kurt M. Campbell and Michele A.
Flournoy, To Prevail: An American Strategy for the Campaign against
Terrorism (Washington: CSIS, 2001), pp. 105-21. See also Ashton B.
Carter, “The Architecture of Government in the Face of Terrorism,”
International Security (Winter 2001/02), pp. 5-23.

3. For a similar view, see Anthony H. Cordesman, Terrorism,
Asymmetric Warfare, and Weapons of Mass Destruction: Defending the
U.S. Homeland (Westport, Conn.: Praeger, 2002), pp. 1-11.

4. Carter, “The Architecture of Government in the Face of Terrorism,”
pp. 17-18.
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5. This should be an ongoing effort, though the details are likely to be classified
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6. This accounting follows that proposed by the Bush administration. See Office
of Homeland Security, “Securing the Homeland, Strengthening the Nation,” The
White House, Washington, February 2002 [www.whitehouse.gov/homeland_secu-
rity_book.pdf].

7. For further discussion of this idea, see William G. Gale and Peter R. Orszag,
“Keep Existing Tax Cuts but Freeze New Ones,” Los Angeles Times, January 28, 2002;
and Peter R. Orszag, The Budget and the Economy, Testimony before the U.S. Senate
Budget Committee, January 29, 2002.

8. The federal government heavily subsidized the hiring of local community law
enforcement officers through several programs under the Office of Community
Oriented Policing Services (COPS), but the motivation for that initiative was not
related to homeland security.

Chapter 2

1. Another “point of entry” into the country is the Internet. A cyberattack can
be launched from abroad and impose substantial economic and social costs on the
United States by bringing down or corrupting computer systems that control vital
infrastructure or that play a central role in the national economy. However, because
the steps required to protect U.S. computer systems against attack from abroad are
similar (and often identical) to those required to protect the systems against attack
from domestic locations, we address cybersecurity issues in chapter 4, on internal
defense.

2. See, for example, Michael Grunwald, “Economic Crossroads on the Line:
Security Fears Have U.S. and Canada Rethinking Life at 49th Parallel,” Washington
Post, December 26, 2001, p. AO1.

3. For a recent analysis of this topic, see James M. Lindsay and Michael E.
O’Hanlon, Defending America: The Case for Limited National Defense (Brookings,
2001). It advocates a limited, two-tier defense that would cost some $40 billion to
develop and deploy.

4. Testimony of Secretary of Defense Donald Rumsfeld and Chairman of the
Joint Chiefs of Staff General Richard Myers, Fiscal Year 2003 Department of Defense
Budget, Hearing before the Senate Committee on Armed Services, 107 Cong. 2 sess.
(February 5, 2002), p. 11 [www.defenselink.mil/speeches/2002/s20020205-secdef2.
html].

5. Dave Moniz, “Fewer Jet Patrols over U.S. Sought,” USA Today, January 15,
2002, p. 1.

6. The states include Alaska, Hawaii, Massachusetts, New York, Pennsylvania,
New Jersey, Virginia, both Carolinas, northern and southern and western Florida,
Alabama, Louisiana, New Mexico, Arizona, southern California, Oregon, Idaho,
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North Dakota, Minnesota, Wisconsin, Michigan, and Ohio (as well as many interior
states, of course).

7. William B. Scott, “Domestic Air Patrols Tax Tankers, AWACS,” Aviation Week
and Space Technology, October 8, 2001, p. 68; Bradley Graham, “Eagle Eyes over the
Homeland,” Washington Post, October 30, 2001, p. 1.

8. Bradley Graham and Bill Miller, “Pentagon Debates Homeland Defense
Role,” Washington Post, February 11, 2002, p. 6.

9. The Air National Guard has been flying about 80 percent of the continental
air defense missions since September 11; see Graham, “Eagle Eyes over the Home-
land,” p. 1.

10. Response of General Ralph Eberhart, Commander in Chief, U.S. Space
Command, Role of the Department of Defense in Homeland Security, Hearing before
the Senate Armed Services Committee, 107 Cong. 1 sess. (October 25, 2001), p. 17.
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Heritage Foundation Homeland Security Task Force, Defending the American
Homeland (Washington: Heritage Foundation, 2002), p. 9.
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of 100 is 10. See J. C. Toomay, Radar Principles for the Non-Specialist, 2d ed.
(Mendham, N.J.: Scitech, 1989), pp. 160-61.
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apiece; their associated ground installations would add to that tab. If 10 were based
at each of 100 locations, total acquisition costs for the missiles and their ground
support might be $5 billion to $10 billion. Radar based in the air might cost any-
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costs of preventing pollution. That is why economists have long advocated market-
based approaches to emission reductions, such as a permit trading system (which is
currently in place for sulfur dioxide emissions) or a tax on emissions. Either market-
based approach to regulation can achieve the same level of environmental protec-
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under strict liability.

2. The Air Transportation Safety and System Stabilization Act, however,
restricted air carrier liability arising from the terrorist attacks on September 11,
2001, to the limits of liability coverage maintained by the air carrier. The statute also
limits air carrier liability to a total of $100 million for all claims arising as a result of
an act of terrorism committed within 180 days after passage of the act.

3. In this instance, juries might now reasonably expect firms to be required to
make available plastic gloves or face masks to workers who may face especially high
risks of contracting anthrax from the mail, especially those in mail rooms.

4. See Peter Huber and Robert Litan, eds., The Liability Maze: The Impact of
Liability Law on Safety and Innovation (Brookings, 1991).



14-0651-0 notes.gxd 5/7/02 12:01 PM Page$8



